Links and attachments
must be questioned

Information must be
carefully checked

Neutral greetings
are suspect

Deadlines and
urgency are fishy

Addresses must
always be verified
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Don't let yourself
be lured

Debit and credit cards are very secure means of payment that are used a great
deal. This also attracts fraudsters. Card fraud often begins with phishing.

Think of LINDA

Fisherwoman LINDA reminds card users of the most important rules of behaviour
when handling debit and credit cards. Each letter of LINDA’s name stands for a
mnemonic that can be used to prevent phishing. If you consistently adhere to all
five principles, you can effectively protect yourself against card fraud.

What is phishing?

Phishing is a widespread scam that comes in many different forms.
Criminals trick their victims into disclosing their personal data such as
PIN codes, SMS codes, CVC/CVV numbers or passwords. For example
they use fake websites or QR codes, links in emails, phone calls or text
messages (SMS, WhatsApp, Messenger, etc.).
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